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Malware, short for malicious software, is an umbrella term used to refer to a variety of forms of hostile or 

intrusive software, including computer viruses, worms, Trojan horses, ransomware, spyware, adware, 

scareware, and other malicious programs.  

It can take the form of executable code, scripts, active content, and other software. Malware is defined by its 

malicious intent, acting against the requirements of the computer user - and so does not include software that 

causes unintentional harm due to some deficiency. 

                        

Programs supplied officially by companies can be considered malware if they secretly act against the 

interests of the computer user. An example is the Sony rootkit, a Trojan horse embedded into CDs sold by 

Sony, which silently installed and concealed itself on purchasers' computers with the intention of preventing 

illicit copying; it also reported on users' listening habits, and unintentionally created vulnerabilities that were 

exploited by unrelated malware. 

Software such as anti-virus and firewalls are used to protect against activity identified as malicious, and to 

recover from attacks. 

 

Cyber-crime, or computer related crime, is crime that involves a computer and a network. The computer 

may have been used in the commission of a crime, or it may be the target. 

Cybercrimes can be defined as: "Offences that are committed against individuals or groups of individuals 

with a criminal motive to intentionally harm the reputation of the victim or cause physical or mental harm, 

or loss, to the victim directly or indirectly, using modern telecommunication networks such as Internet 

(networks including but not limited to Chat rooms, emails, notice boards and groups) and mobile phones. 

Cybercrime may threaten a person or a nation's security and financial health. 

    

Issues surrounding these types of crimes have become high-profile, particularly those surrounding hacking, 

copyright infringement, unwarranted mass-surveillance, child pornography, and child grooming. 

There are also problems of privacy when confidential information is intercepted or disclosed, lawfully or 

otherwise. Debarati Halder and K. Jaishankar further define cybercrime from the perspective of gender and 

defined 'cybercrime against women' as "Crimes targeted against women with a motive to intentionally harm 

the victim psychologically and physically, using modern telecommunication networks such as internet and 

mobile phones" Internationally, both governmental and non-state actors engage in cybercrimes, including 

espionage, financial theft, and other cross-border crimes. Activity crossing international borders and 

involving the interests of at least one nation state is sometimes referred to as cyber warfare. 
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