
                                                                                                                                                     
  

 

  



                                                                                                                                                     
  

 

MALWARE 

 

 

 

 

 

 

 

 

Malware is short for "malicious software“. 

Malware is programming or files that are developed for the purpose of 

doing harm. Thus, malware includes computer viruses, worms, Trojan 

horses, spyware, hijackers, and certain type of adwares. 

 



                                                                                                                                                     
  

 

TYPE OF MALWARE 

TROJAN HORSE 

 Trojan horse is a program that acts as a malicious or harmful code.it 

designed to cause some malicious activity or to provide a backdoor to your 

system. 

Example-  Beast ,Rat, Net bus ,Girlfriend etc. 

 

 



                                                                                                                                                     
  

                             VIRUS 

Computer viruses are small software programs that are designed to spread 

from one computer to another and to interfere with computer operation 

VIRUS Stands for “Vital Information Resource Under Seize” 

 

 

 

 

 

 

 

 

                      Types of virus 

Boot Sector Virus: A Boot Sector Virus infects the first sector of the hard 

drive, where the Master Boot Record (MBR) is stored..  

Examples- Michelangelo and Stoned. 

 

 

 

 

 

File or Program Viruses :-

Some files/programs, when executed, load the virus in the memory and 



                                                                                                                                                     
  

perform predefined functions to infect the system. They infect program files 
with extensions like .EXE, .COM, .BIN, .DRV and .SYS . 

 

 

 

 

 

 

 

Multipartite Viruses :-A 
multipartite virus is a computer virus 
that infects multiple different target platforms, and remains recursively 
infective in each target examples- Invader,Ghostball, Flip, etc. 

 

 

 

 

 

Polymorphic 
viruses  it  

have the ability to mutate implying that they 
change the viral code known as the signature each 
time they spread or infect. Example- Decryptor of 
1260 

 

 



                                                                                                                                                     
  

Macro Viruses :- A macro virus is a computer virus that "infects" a 

Microsoft Word or similar application and causes a sequence of actions to 

be performed automatically when the application is started or something 

else triggers it. Example Melissa.ac, W97M.Marker 

 

 

 

 

 

 

 

 

Backdoor- A program that allows a remote user to execute commands and 

tasks on your computer without your permission. These types of programs 
are typically used to launch attacks on other computers, distribute 
copyrighted software or media, or hack other computers. 

 

 

 

 

 

 

 

 

Hijackers- A program that attempts to hijack certain Internet functions like 

redirecting your start page to the hijacker's own start page, redirecting 
search queries to a undesired search engine, or replace search results from 
popular search engines with their own information. 

 



                                                                                                                                                     
  

                                WORM 

A computer worm is a standalone malware computer program that 
replicates itself in order to spread to other computers. Often, it uses a 
computer network to spread itself, relying on security failures on the target 
computer to access it. 

Some examples are:  

Brontok : Spread through an Indonesian e-mail headed with "stop the 

collapse in this country"; destroys firewalls 

Code Red : This worm allows hackers to hack your complete network from 

the location. This infection allows hackers to steal data like credit card 
numbers, passwords, and other personal information 

Mydoom : Fastest-spreading e-mail worm known; used to attack SCO 

Group. 

 

 

                            

SPYWARES 

https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Computer_program
https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Brontok_%28computer_worm%29
https://en.wikipedia.org/wiki/Code_Red_%28computer_worm%29
https://en.wikipedia.org/wiki/Mydoom
https://en.wikipedia.org/wiki/E-mail
https://en.wikipedia.org/wiki/SCO_Group
https://en.wikipedia.org/wiki/SCO_Group


                                                                                                                                                     
  

Spyware is software that aims to gather information about a person or 
organization without their knowledge and that may send such information 
to another entity without the consumer's consent, or that asserts control 
over a computer without the consumer's knowledge. Spyware does not 
necessarily spread in the same way as a virus or worm. Most spyware is 
installed without users' knowledge, or by using deceptive tactics. Spyware 
may try to deceive users by bundling itself with desirable software. 

Most common example is  

1) key-logger also called a keystroke logger, key logger, or system 
monitor, is a hardware device or small program that monitors each 
keystroke a user types. 

 

 

 

 

 

 

2) Click-Jacker is a plugin to Hijacks others best efforts and  show your 

own affiliate links , popup , newsletter signup form, your own HTML 

codes.  

https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Computer_virus
https://en.wikipedia.org/wiki/Computer_worm


                                                                                                                                                     
  

 

 

 

 

 

ADWARE 

Adware, or advertising-supported software, is any software package that 
automatically renders advertisements in order to generate revenue for its 
author. The advertisements may be in the user interface of the software or 
on a screen presented to the user during the installation process. 

 

 

 

 

 

 

 

                                             Cyber Crimes 

Cyber-crimes are any crimes that involve a computer and a network. In 
some cases, the computer may have been used in order to commit the 
crime, and in other cases, the computer may have been the target of the 
crime. 



                                                                                                                                                     
  

 

 

 

 

Cyberstalking 

Cyberstalking is the use of the Internet or electronics to stalk or harass an 

individual, an organization or a specific 
group. Cyberstalking can include 
monitoring someone's activity real-time, 
or while on the computer or device in the 
current moment, or while they are offline, 
or not on the computer or electronic 
device. 

Identity theft 

Identity theft is a form of stealing 

someone's personal information and 
pretending to be that person in order to 
obtain financial resources or other 
benefits in that person's name without 
their consent.  

Eavesdropping 

Eavesdropping is the unauthorized real-time interception of a private 
communication, such as a phone call, instant message, video conference 
or fax transmission. The term eavesdrop derives from the practice of 
actually standing under the eaves of a house, listening to conversations 
inside. 

 

 



                                                                                                                                                     
  

 

 

 

Phishing 

Phishing is a form of fraud in which the attacker tries to learn information 
such as login credentials or account information by masquerading as a 
reputable entity or person in email, IM or other communication channels. 

 

 

 

 

 

White Hat and Black Hat Hacker 

 

 

 

 

 

 

Black Hat Hacker 



                                                                                                                                                     
  

A black hat hacker is a person who attempts to find computer security 
vulnerabilities and exploit them for personal financial gain or other 
malicious reasons. Black hat hackers can inflict major damage on both 
individual computer users and large organizations by stealing personal 
financial information, compromising the security of major systems, or 
shutting down or altering the function of websites and networks. 

Famous White Hat Programmers are Gary McKinnon, Jonathan James, Adrian Lamo. 

White hat Hacker 

A white hat hacker is a computer security specialist who breaks into 
protected systems and networks to test and asses their security. White hat 
hackers use their skills to improve security by exposing vulnerabilities 
before malicious hackers (known as black hat hackers) can detect and 
exploit them.  

Famous White Hat Programmers are : 

Stephan Wozniak, Tim Berners Lee, Linus Torvalds, Ankit Fadia 

Some Famous Cyber Attacks 

The Estonian Cyberwar 

The government of Estonia was subjected to cyber terrorism on April 27, 
2007 by the Nashi, a pro-Kremlin group from Transnistria. One of the largest 
after Titan Rain, they employed a number of techniques such as ping floods 
and botnets to penetrate and take down key government websites 
rendering them useless. Their method was so complicated that the Estonian 
government believed that they might have had aids from the Russian 
government. What triggered these attacks was an important icon to the 
Russian people, the Bronze Soldier of Tallinn, an elaborate Soviet-era war 
grave marker and the war graves that were relocated by the Estonian 
government. 



                                                                                                                                                     
  

Epsilon 

One of the costliest cyber attacks in history, the data breach in Epsilon, the 
world’s largest provider of marketing and handling services to industry 
giants such as JP Morgan Chase, Best Buy, and other major financial 
services, retailers and other major companies in 2011, has an estimated 
damage cost that ranged from $225 million to $4 billion dollars. The targets 
of the hackers were email addresses that they can use for their criminal 
activities, making its implications a lot greater than estimated. 

Moonlight Maze One of the earliest forms of major infiltration where 

hackers penetrated American computer systems at will; Moonlight Maze 
was an accidental discovery made by the US officials and was believed to be 
conceived by the Russians although they denied their involvement. In this 
cyber attack, hackers targeted military maps and schematics and other US 
troop configurations from the Pentagon, the Department of Energy, NASA 
and various universities and research labs in unremitting attacks that was 
discovered in March 1988, but had been going on for nearly two years. 

Titan Rain 

In 2004, Shawn Carpenter discovered a series of coordinated ‘cyber raids’, 
in what the FBI believed to originated from government-supported cells in 
China. Dubbed as ‘Titan Rain,’ hackers were able to infiltrate several 
computer networks including those at NASA and the Lockheed Martin, 
Redstone Arsenal, and Sandia National Laboratories. Considered as one of 
the biggest cyber attacks in history, these acts posed the dangers of not only 
making off with military intelligence and classified data, but also paved the 
way for other hackers and espionage entities to infiltrate these systems as 
they leave backdoors or ‘zombify’ these machines. 
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The Original Logic Bomb 

During the cold war in 1982, the CIA found a way to disrupt the operation 
of a Siberian gas pipeline of Russia without using traditional explosive 
devices such as missiles or bombs. Instead, they caused the Siberian gas 
pipeline to explode using a portion of a code in the computer system that 
controls its operation in what they tagged as “logic bomb.” The chaos that 
ensued was so monumental that the resulting fire was even seen from 
space. 
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